Aircraft manufacturers, avionics/electronics vendors, and owners/operators are implementing technologies (e.g. packet switching devices, wireless interfaces) that are easier to implement, reduce cost/size/weight/power, and increase connectivity but could potentially introduce cyber security vulnerabilities that affect aircraft safety.
Introduction
The purpose of this paper is to provide an overview of the transition of aircraft systems, differentiate cyber security in aircraft systems from terrestrial IT systems, identify some cyber security vulnerabilities/threats that could affect aircraft safety, and identify current and future Federal Aviation Administration (FAA) activities to mitigate cyber security risk. This paper will also provide an overview of research and development activities such as the Aeronautical Network Security Simulator.
Transition of Aircraft Systems
Aircraft systems are transitioning to net-centric architectures based upon the IEEE 802.3 Ethernet standard [1] and implementing Internet Protocols (e.g. IP [2] , ICMP [3] , TCP [4] , UDP [5] , SAP [6] . tFTP [7] , SNMP [8] , etc.) with COTS components (e.g. ARINC 664 AFDX [9] ). Also, various wireless interfaces (e.g. IEEE 802.11 [10] , cellular [11] , IEEE 802.15-Bluetooth [12] , IEEE 802.16-WiMax [13], etc.) are being implemented internal and external to the aircraft.
Differentiating Cyber Security in Aircraft Systems and IT Systems
The tenants of Information Technology (IT) systems are Confidentiality, Integrity, and Availability (CIA).
Confidentiality defined as "ensuring information is accessible only to those authorized to have access". Integrity defined as "data has a complete or whole structure". Availability defined as "proportion of time a system is in a functioning condition". The primary focus of aircraft systems is Integrity and Availability but can include Confidentiality. The primary focus of IT systems is Availability and Confidentiality but can include Integrity. Table 1 provides some discrete differences between IT and aircraft systems. 
Potential Cyber Security Threat
Exploits to IT systems are becoming more sophisticated over time. Exploits such as morphing, zombies, malicious code, and BOTS/BOTNETS are becoming common occurrences.
The intruder knowledge is decreasing over time due to the increase of functionality and automation of hacking tools.
Exploits of specific systems include the following: The FAA is developing a National Aircraft Systems Cyber Security Plan that will address topics such as: 
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Aeronautical Network Security Simulator
The Aerospace Network Security Simulator (ANSS) project integrates industry and government aeronautical simulators to assess and identify network security threats in airborne network environments. The ANSS project addresses key cyber security-related concerns of Next Generation Air Transportation System (NextGen) and will identify potential gaps in information security of key dataenabled systems.
With NextGen technologies on the horizon and the emergence of E-enabled aircraft (e.g. B787, B747-8, A380, A350, and upgraded legacy aircraft), a dependency on cyber security related issues will increase by an order of magnitude. The mobility of the aircraft and the number of trust partners involved in normal operations increases the risk to aircraft and its infrastructure (ground systems, airports, satellites, etc). Unlike today's commercial aircraft operational environment where the primary means of obtaining information is through voice, our new key operational systems will depend on timely, accurate and un-tampered information from mobile, digital networks.
From this current environment, the need for the ANSS was realized.
Aircraft operators, manufacturers and regulators jointly identified this common need and participate jointly in the endeavor. ANSS co-operative partnership approach allows stakeholders to identify security issues of immediate concern, test scenarios in an airborne network environment and develop implementable recommendations. Key stakeholders in the US and world-wide include: FAA, DOD/USAF, DISA, UK-CPNI/CESG, aircraft/avionics manufactures, aircraft IT component vendors, airlines, and academia.
The goals of ANSS are detailed in its Concept of Operations Document and summarized below:
x Identify potential information security threats in synthetic environment by simulating next generation aircraft communications systems. x Share knowledge, tools and methodologies with academia and other interested stakeholders to extend research value. x Act as coordinating authority for cyber security risk mitigation within the international aerospace & aviation community. x Recommend appropriate technical & procedural standards for security risks to aid in the development of regulatory guidelines and policies. x Influence industry bodies on cyber security best practice with respect to specifications,
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procedures, and recommendations used by the industry.
ANSS has taken a phased approach to the implementation of the simulator where each phase leverages the capabilities developed in the previous phase. The remainder of this document outlines the goals for each phase accompanied by background and justification of its importance.
Phase 1
The initial goal of the Airborne Network Security Simulator (ANSS) is to engage commercial, academic and government stakeholders in cyber security experiments within a simulated airborne network environment. Participation of stakeholders has been exceptional as each group can easily identify and utilize the benefits ANSS is providing. Through its vulnerability and threat assessment experiments, ANSS is able to simulate real-world functionality and identify cyber vulnerabilities that could potentially impact safety of flight and business reputations. Interconnected with external simulators, ANSS leverages industry information flows to assess impact of corrupt and un-timely data. Experiment findings are discussed with stakeholders and mitigation strategies discussed before recommendations are made.
Airborne network environments differ from classical terrestrial networks in that they are highly mobile, operate in multiple flight phases and interact with a diverse user base (flight crew, third party maintenance, multiple airports, air traffic control and the general public). Much of today's cyber security research focuses on behavior of terrestrial networks and typically does not consider the differences present in an airborne environment. To address this gap, ANSS:
x Simulates a standard airborne network architecture including real and synthetic components x Interconnects with disparate aviation simulators to include real-world information in its experiments x Engages industry, academia and government in its experiments and recommendations
x Design experiments to explore stakeholder identified issues and concerns Figure 1 depicts the ANSS configuration for its Phase 1 experiment. The scenario under test sends load and balance data from an airline operations center over a wireless network at the airport's gate to the airplane' electronic flight bag where the data is used by the pilots to configure the aircraft for takeoff.
Figure 1. ANSS Configuration for Its Phase 1 Experiment
Phase 2
An understanding of the Common Operational Picture (COP) between FAA, DOD and DHS will become critical in the identification, containment and prevention of distributed cyber threats across this environment. ANSS will contribute to the research in this area by engaging in NextGen experimentation to understand the impact on commercial E-enabled Aircraft.
In the next generation air traffic control system E-enabled aircraft will play a critical network roll providing situational awareness and communications to their environment around them. Air to air and air to ground will be the common mode of operation in this net-centric, mobile environment in a similar way to ground to ground operate in a terrestrial environment. Service oriented architectures (SOA) will provide the common infrastructure where aircraft are both service consumers and providers.
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Critical to this success will be global trust, federated services and real-time, dynamic construction of trusted spaces. Although most of this architecture is futuristic, SOA is a common technology thread. NextGen is incorporating new and innovative technologies within the air transportations system. New aircraft, advanced avionics and complex support systems are planned to be introduced. Many of the planned technologies include advanced networking, remote operations, remote maintenance services, and automated detection are potential issues that may arise within the air vehicle as it operates or during maintenance operations. Given that the air carriers and FAA program offices are attune to the security issues as systems are developed, deployed and integrated into the air transportation system, it is anticipated that complex technologies to ensure the safe and secure operation of air vehicles and NAS functions will accompany NextGen capabilities as they are deployed. From a safety perspective, this creates potential new issues related to the ability to oversee air carrier and NAS operations that have employed complex IT infrastructure to meet the needs of NextGen. As a critical national infrastructure asset, the air transportation system needs to have proper monitoring and safeguards against cyber security attacks Security vulnerabilities are not just an FAA related issue.
Cyber attacks typically arise from multiple sources, threatening a variety of assets across multiple organizational infrastructures. There needs to be a cooperative approach to the detection, reporting, assessment, and mitigation of security risks among all NextGen stakeholders (including DOD, DHS/TSA, Airlines/AOCs, intelligence agencies, etc).
The air operators need to incorporate technologies to detect cyber threats to air vehicles while the FAA needs workforce tools to oversee, detect and share cyber threats with DHS and other NextGen stakeholders.
The NextGen community needs to be aware and work cooperatively to ensure that security vulnerabilities do not affect the safety of the air transportation system.
. As infrastructure and technologies advance to accommodate NextGen, so do the tools and workforce knowledge, skills and abilities to oversee the changes.
To address this emerging need, ANSS will implement a SOA interface to interact with other NextGen simulators and participate in joint NextGen Test & Evaluation (T&E) experimentation. To address these needs ANSS will:
x Include a SOA interface based on current Nextgen Standards x Build synthetic capabilities to evaluate cyber issues when the aircraft is both a SOA provider and consumer x Participate in FAA/DOD experiments to understand the commercial impact of cyber security in this environment x Identify issues and restrictions of global trust in the AN environment x Identity issues associated with centralized auditing, intrusion detection/prevention and a global view of the operation's theater.
Phase 3
Skill development will play a critical role in the cyber protection of this airborne network environment.
Other programs are currently underway to train the next generation cyber warrior however; special skills will be needed to address the mobility, public safety and critical infrastructure components of this environment.
Training defenders (e.g. FAA, DOD, manufactures and airlines) while anticipating the next level of cyber attack is a challenge that must be addressed in an iterative fashion.
Gaming technology is successfully used to build virtual worlds and train workforces through realistic scenarios.
Scenario based training also allows researcher to observe student attack strategies in anticipation of the next level of attack. Learning attack approaches and exploits in a controlled environment feeds the development of predictive and adaptive defense strategies. ANSS is uniquely positioned to meet these needs through its public, private, academic partnerships, realistic synthetic aircraft network environment, flexible connectivity with external simulators and cyber security tool set.
Leveraging all of these assets, ANSS would develop a gaming environment where security teams from government, academia and industry will compete in "capture the flag" type scenarios. In addition to providing a training facility for first line defenders, modes, methods and approaches captured 1C3-6 in the experiments would prove invaluable to researchers in the development of strategies to proactively protect the AN environment.
The advantages of a game based approach is that it quickly allows the player to visualize and understand complex infrastructures, resources and external factors that come into play during normal operations.
Through this innovation, ANSS will build on the growing use of low-cost game technology for visualization and training.
Among the most proven and pragmatic of methods for testing the efficiency and adequacy of cyber security safeguards is the red-blue team concept in which players form teams enact offensive or defensive roles with respect to a protected asset, in this case the aircraft. This approach implicitly captures the elements of human creativity and unpredictability which more analytic methods of security assessment often lack. ANSS will develop a serious red-blue team gaming environment for enacting cyber attacks, with a focus on airborne networks. Specifically, the game will be developed with the intent of evaluating the predictive and adaptive attributes of cyber defense systems.
The means of achieving this airborne cyber domain will be to establish a virtual space as a representation of cyber functionalities and security systems within the next generation aircraft. Attacks on cyber system functionality and the defensive responses of the system will then be played-out within the arena of this virtual domain. This gaming tool will allow researchers and administrators to model network scenarios that mirror real-world configurations. These models will be played at variable rates of simulation so that analysts have an opportunity to both examine and train the computer algorithms representing both sides of the scenario. 
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